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Ontario de-identification guidelines

Ontario de-identification guidelines

• A recent set of operational 
guidelines from the Ontario 
privacy commissioner (2025 
edition)

• Includes multiple checklists to 
allow organizations to have 
more certainty around what 
they need to do

• The process described 
enables organizations to 
balance data utility with 
privacy protection
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Direct and Indirect Identifiers (examples)

Direct and Indirect Identifiers (examples)
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DIRECT IDENTIFIERS

 Name
 Email address
 SIN / SSN
 Biometrics
 Health insurance number
 Full residential address

INDIRECT IDENTIFIERS

 Postal code / ZIP code
 Age / DoB
 Race / ethnicity / language
 Income
 Profession
 Number of children
 Marital status
 Visible characteristics (e.g., 

mobility devices)
 Dates of important events 

(e.g., marriage, death)



More examples of direct identifiers

More examples of direct identifiers

• account numbers;
• certificate license numbers;
• vehicle identifiers and serial 

numbers, including license 
plates;

• device identifiers and serial 
numbers;

• URLs;
• IP address numbers;
• biometric identifiers (including 

finger and voice prints);

• names;
• street addresses (other than 

town, city, province and postal 
code);

• telephone numbers;
• fax numbers;
• e-mail addresses;
• Social Insurance Numbers;
• medical records numbers;
• health insurance numbers;
• full face photos
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Identity disclosure is when a person’s identity is assigned to a record

Identity disclosure is when a person’s 
identity is assigned to a record
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Which record belongs to Sally? 

image: 
This has been reproduced from the De-identification Guidelines for Structured Data published by the Office of the Information 
and Privacy Commissioner of Ontario. 2025. 

https://www.ipc.on.ca/en/resources/de-identification-guidelines-structured-data
https://www.ipc.on.ca/en/resources/de-identification-guidelines-structured-data
https://www.ipc.on.ca/en/resources/de-identification-guidelines-structured-data
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One Document = One Patient

Every document pertains to a single patient. If a document covers 
multiple patients, information may potentially be split into separate 
virtual documents.

Leak = Re-identification

Any undetected annotation (leak) is assumed to be a vulnerability for 
re-identification. 

Caught = Protected

If an annotation is detected and redacted or re-synthesized, the 
probability of re-identification from that annotation is assumed to be 
zero.

Direct vs. Quasi-Identifiers

Direct identifiers (names, SSNs, MRNs) are treated separately from 
quasi-identifiers (dates, ZIP codes, cities) because their re-
identification mechanisms differ.

Evaluation framework assumptions

Evaluation framework assumptions
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� ��Identifier detection metrics: Precision and recall

Identifier detection metrics: Precision and 
recall

Raw text

Contains identifiers in 
sentences

Gold annotation

What should be protected

Tool prediction

What the tool detected

Metric choice

How precision ( 𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇+𝐹𝐹𝐹𝐹

) / 
recall ( 𝑇𝑇𝑇𝑇

𝑇𝑇𝑇𝑇+𝐹𝐹𝐹𝐹
) is calculated

Example:

Gold:  NAME = “Ana Liu” EMAIL = "ana@example.com"          ID = "H-417"

Prediction: NAME = “Ana” EMAIL = "ana@example.com"

One output, multiple 
valid metric choices
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�Approach 1: Treat each identifier occurrence as independent

Approach 1: Treat each identifier 
occurrence as independent

• Occurrence-level metrics evaluate individual gold standard and predicted identifier occurrences. A match 
can be defined using different rules:

• Character-level

• Partial-overlap-span level

• Exact-span level

• Full-containment-span level

• Asymmetric containment-span level
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Character-level symmetric untyped precision and recall

Example 1: over-span + type mismatch

Clinical text:  “Follow up with Dr. Ana Lee tomorrow.”

Gold: PERSON = “Ana Lee” Prediction: DOCTOR = “Dr. 
Ana Lee”

Example 2: under-span + type mismatch

Clinical text:  “Spoke with Alicinia Chen.”

Gold: PERSON = “Alicinia 
Chen”

Prediction: NAME = 
“Alicinia”

Metric TP? FP? FN?

Precision 7 4

Recall 7 0

Metric TP? FP? FN?

Precision 8 0

Recall 8 5

Approach 1: Treat each identifier occurrence as independent

Approach 1: Treat each identifier 
occurrence as independent
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½ overlap-span level symmetric untyped precision and recall

Example 1: over-span + type mismatch

Clinical text:  “Follow up with Dr. Ana Lee tomorrow.”

Gold: PERSON = “Ana Lee” Prediction: DOCTOR = “Dr. 
Ana Lee”

Example 2: under-span + type mismatch

Clinical text:  “Spoke with Alicinia Chen.”

Gold: PERSON = “Alicinia 
Chen”

Prediction: NAME = 
“Alicinia”

Metric TP? FP? FN?

Precision 1 0

Recall 1 0

Metric TP? FP? FN?

Precision 1 0

Recall 1 0

Approach 1: Treat each identifier occurrence as independent

Approach 1: Treat each identifier 
occurrence as independent
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Exact-span level symmetric untyped precision and recall

Example 1: over-span + type mismatch

Clinical text:  “Follow up with Dr. Ana Lee tomorrow.”

Gold: PERSON = “Ana Lee” Prediction: DOCTOR = “Dr. 
Ana Lee”

Example 2: under-span + type mismatch

Clinical text:  “Spoke with Alicinia Chen.”

Gold: PERSON = “Alicinia 
Chen”

Prediction: NAME = 
“Alicinia”

Metric TP? FP? FN?

Precision 0 1

Recall 0 1

Metric TP? FP? FN?

Precision 0 1

Recall 0 1

Approach 1: Treat each identifier occurrence as independent

Approach 1: Treat each identifier 
occurrence as independent
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Full-containment-span level symmetric untyped precision and recall

Example 1: over-span + type mismatch

Clinical text:  “Follow up with Dr. Ana Lee tomorrow.”

Gold: PERSON = “Ana Lee” Prediction: DOCTOR = “Dr. 
Ana Lee”

Example 2: under-span + type mismatch

Clinical text:  “Spoke with Alicinia Chen.”

Gold: PERSON = “Alicinia 
Chen”

Prediction: NAME = 
“Alicinia”

Metric TP? FP? FN?

Precision 1 0

Recall 1 0

Metric TP? FP? FN?

Precision 0 1

Recall 0 1

Approach 1: Treat each identifier occurrence as independent

Approach 1: Treat each identifier 
occurrence as independent
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Containment-span level asymmetric untyped precision and recall

Example 1: over-span + type mismatch

Clinical text:  “Follow up with Dr. Ana Lee tomorrow.”

Gold: PERSON = “Ana Lee” Prediction: DOCTOR = “Dr. 
Ana Lee”

Example 2: under-span + type mismatch

Clinical text:  “Spoke with Alicinia Chen.”

Gold: PERSON = “Alicinia 
Chen”

Prediction: NAME = 
“Alicinia”

Metric TP? FP? FN?

Precision 0 1 

Recall 1 0

Metric TP? FP? FN?

Precision 1 0

Recall 0 1

Approach 1: Treat each identifier occurrence as independent

Approach 1: Treat each identifier 
occurrence as independent
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Assumptions:
1. Within a document, every occurrence of the same identifier value is treated as carrying the same identifying 

information about the target.
2. If any occurrence remains exposed, the target may still be identified. 
3. Additional exposed occurrences of the same value are not counted as additional information leakage.
4. Therefore, a unique identifier value is considered fully protected only when every occurrence in the document is 

detected.

All-or-nothing recall

Recall_AON =  # 𝑭𝑭𝑭𝑭𝑭𝑭𝑭𝑭𝑭𝑭 𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅 𝒈𝒈𝒈𝒈𝒈𝒈𝒈𝒈 𝒖𝒖𝒖𝒖𝒖𝒖𝒖𝒖𝒖𝒖𝒖𝒖 𝒗𝒗𝒗𝒗𝒗𝒗𝒗𝒗𝒗𝒗𝒗𝒗
# 𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮 𝒖𝒖𝒖𝒖𝒖𝒖𝒖𝒖𝒖𝒖𝒖𝒖 𝒗𝒗𝒗𝒗𝒗𝒗𝒗𝒗𝒗𝒗𝒗𝒗

 

All-or-nothing precision

Precision_AON =  # 𝑭𝑭𝑭𝑭𝑭𝑭𝑭𝑭𝑭𝑭 𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅 𝒈𝒈𝒈𝒈𝒈𝒈𝒈𝒈 𝒖𝒖𝒖𝒖𝒖𝒖𝒖𝒖𝒖𝒖𝒖𝒖 𝒗𝒗𝒗𝒗𝒗𝒗𝒗𝒗𝒗𝒗𝒗𝒗
# 𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷 𝒖𝒖𝒖𝒖𝒖𝒖𝒖𝒖𝒖𝒖𝒖𝒖 𝒗𝒗𝒗𝒗𝒗𝒗𝒗𝒗𝒗𝒗𝒗𝒗

 

Why this matters for privacy risk: 
• It directly measures whether an identifier remains leaked anywhere in the document, rather than how many individual occurrences the 

tool detects.

• For example, suppose a name “Ana Liu” appears three times in a document, but the tool detects only two occurrences. Occurrence-
level recall is (2/3). However, one occurrence remains exposed, so the person can still be identified. In contrast, the all-or-nothing 
unique-value recall for “Ana Liu” is 0 because the unique value was not fully protected.

Approach 2: Treat each identifier unique value in a document as independent

Approach 2: Treat each identifier unique 
value in a document as independent
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�Micro- vs. Macro-average precision/recall

Micro- vs. Macro-average precision/recall

Micro-average

Precision_micro = 𝒔𝒔𝒔𝒔𝒔𝒔 𝑻𝑻𝑻𝑻  𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂 𝒂𝒂𝒂𝒂𝒂𝒂 𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅
𝒔𝒔𝒔𝒔𝒔𝒔 𝑻𝑻𝑻𝑻  𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂 𝒂𝒂𝒂𝒂𝒂𝒂 𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅 + 𝒔𝒔𝒔𝒔𝒔𝒔 𝑭𝑭𝑭𝑭  𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂 𝒂𝒂𝒂𝒂𝒂𝒂 𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅

 

Recall_micro = 𝒔𝒔𝒔𝒔𝒔𝒔 𝑻𝑻𝑻𝑻  𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂 𝒂𝒂𝒂𝒂𝒂𝒂 𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅
𝒔𝒔𝒔𝒔𝒔𝒔 𝑻𝑻𝑻𝑻  𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂 𝒂𝒂𝒂𝒂𝒂𝒂 𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅 + 𝒔𝒔𝒔𝒔𝒔𝒔 𝑭𝑭𝑭𝑭  𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂 𝒂𝒂𝒂𝒂𝒂𝒂 𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅

 

Interpretation: every evaluated unit (either an identifier occurrence or an identifier unique value) has equal weight.

Macro-average

Precision_macro = average(Precision_doc_1, ..., Precision_doc_N)

Recall_macro = average(Recall_doc_1, ..., Recall_doc_N)

Interpretation: each document contributes the same weight, regardless of the number of identifiers in a document.

Macro-average is often less common because some documents could have zero or very few identifiers, making document-level 
scores unstable or undefined.
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Vulnerability of 
the Data

Probability of 
Attack

Security controls
Privacy controls

Contractual controls

“Traditional” Transformations

Synthetic Data Generation

Multiple Levers to Manage Risk

Multiple Levers to Manage Risk
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Risk Assessment Report

Risk Assessment Report

• A report is produced 
automatically based on a 
sample of documents that are 
considered during the 
evaluation stage

• The report covers the risk 
assessment methods and 
results, as well as the controls 
that need to be put in place by 
the data custodian and the 
data recipient
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